YKPAJI OEHbI'U?

@ 3AB/IOKUPOBATbL ® HAIMUCATD © OBPATUTBCA
KAPTY 3AABJIEHMUE O HECOIMACHUMA B nonvuuuio
C OMEPALIMEN
i
+ No HoMepy TenecdhoHa 6aHka 3afABneHne QOoMKHO Yem 6onbLue nwogen
Wnu Ha opruumanbHOM caiite . B TEUEHMe CYTOK nocne TeM Bbille BEPOATHOCTb,
+ yepe3 MOGUNbHOE NPUNoXeHne CoO6LLEeHNUs O CAUCaHUN YTO NPEecTyNHUKOB
« Yepes NMMYHbIA KaGUHEeT AeHer DONMION
Ha ocuumManbHOM cailiTe 6aHKa » HA MecTe B oTaeneHum
6aHKa

« B oTAeNneHnn 6aHkKa

KAK OBE3OMNACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLLANTE: KOOOBOE CNOBO
* CPOK AENCTBUA KapThbl U TpeX3HaYHbIM Ko Ha3blBaWTe TONLKO COTPYAHUKY BaHKa,
Ha ee obopoTHoM cTopoHe (CVV/CVC) Korga camu 3BOHUTE Ha ropaudyio

« Naponu1 1 Koabl U3 yBeAOMNEHW LA

« NOFYH W Naposb OT OHNaWH-6aHKa

HE NYBNTUKYWUTE

NnepcoHanbHble AaHHblE B OTKPbITOM AOCTyne BaHk He komMneHcupyeT

nortepwv, ecqin Bbl HapyLunun

npaeuvna 6e3onacHoro
NCNOJ/Ib30BaHUA KapTbl

YCTAHOBUTE
aHTUBMUPYCbl Ha BCE YCTPOMCTBA

Moppo6Hee o NnpaBunax 6e30NacHOCTH duHaHcoBaA
yuTaiTe Ha fincult.info KynbTypa




@ baHk Poccum

KAK SALLUTUTD
CBOUTALKETbI OT BUPYCOB

BUPYCDbI:

+ OTKPbIBAIOT YAANEHHbIW AOCTYN K BalweMy yCTPOWCTBY
« KpagyT NOrnuHbl U Napo/iu OT OHNalH- U MOOU/IbHOro 6aHKa
+ NepexBaTbIBalOT CEKPETHbIE KOAbl U3 COO6LUEHUIA

3anonyyMB 3TU AaHHble, KN6epnpecTynHUKU
MOFYT NOXUTUTb BCE A€HbIM C BalLUX CYETOB -

3aBucaeT, nepesarpyXxaeTcs Uim oTK/IoYaeTcs
KAK MOHATD,

YTO YCTPOMCTBO 3APAXXEHO? Camo 3aBepliaet paboTy NPUNOXEHUN

NMNokasbiBaeT BCN/bIBAlOWME OKHA

TepseT o6bemM namMaATK

MozBoHUTE B GaHK M nonpocuTte 3a6N10KMpoBaTh AOCTYnN

YTO OENATD, K OHNaiiH- ¥ MOGUNbHOMY GaHKy U BCe KapTbl, KOTOpbIe
ECNU HA YCTPOWUCTBE BUPYC? MCnonb30BanAn Ha YCTpohcTBe
O6paTuTecb B CEpPBUCHbIN LIEHTP, YTOObI Bbl/Ie4YNTb ragxer

MepeBbinycTUTE KapTbl, CMEHUTE /IOTUH U Napo/ib
OT OHNaWH-6aHKa U 3aHOBO YCTAaHOBUTE GAHKOBCKOE MpUoXeHue

MUcnonb3syinte aHTUBUPYC U perynapHo ero o6HoBNsnTe

KAK SALLIUTUTD .
. - He nepexoaute No ccbinkam OT HE3HAKOMLEB, He yCTaHaBNuBanTe
YCTPOUCTBO OT BUPYCOBT nporpaMMbl Mo Ux NPocb6e U He UCNOMb3YITe YyXue hreLwKkn

CkauuBainte NnPpUNOoXeHUA TONbKO U3 NpOoBepPeHHbIX MICTOMTHUKOB
O6HoBANANTE ONEepPaLUNOHHYIO CUCTEMY YCTPOWCTBA

Mz6eranTe obwenoctynHoix Wi-Fi-ceteit
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K ®duHaHcoBas
ﬁ"?} MoapobHee o 3alwMTe raaXeTos
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OT OHNAUH-MOLWEHHUKOB

Y106bI fO6paThCA A0 BawmMX 6aHKOBCKUX CHETOB,
MOLLUEHHMKAaM HY>XXHbl BalLUX NEepPCcOHasibHble AaHHbIe
N PEKBU3UTLI KapT

Kakune cxeMbl Ucnonb3yloT adpepuUcTbl?

OBELLAKOT 30J/T1OTbIE MOPbI
Onpockl 3a BO3HarpaxaeHue, colmanbsHble BbINnaTthl UK CBepxnpubbinbHbie
MHBECTULMOHHBIE MPOEKThl. FapaHTMA GbICTPOro 060ralleHns — Npu3Hak o6maHa

SAMAHUBAIKOT HA PACIMNMPOOAXWA
OrpoMHbIe CKMAKM W HU3KUE LieHbl MOrYT OKa3aTbCA MOLIEHHUYECKON YOBKOA

CMNEKYTUPYKOT HA TPOMKUX COBbITUAX

Hanpumep, o6baABNAIOT COOP AeHer Ha pa3paboTKy BakuUMH, ofellaoT BEPHYTb
AEeHbrM 3a OTMEHEHHbIE pelickl MW NpefnaraT NoNy4YuTh rocyAapcTBeHHble
aotauunn

MACKWPYIOTCSH

PaBbII’prBaI'OT pPone NpogaeyUoB K I'IOKyI'IaTeJ'IeFI Ha NonynAapHbIX caiTax o6 bABNEHWIA

Kak obe3onacuTb cCBOU OeHbMM

B UHTEpHeTe?

1 YcraHoBUTE aHTUBUPYC U perynsapHo 0OHOBNAWTE ero

3aBeavTe OTAe/bHYI0 Ae6eTOoBYIO KapTy Ang nnatexen
B MHTEPHETE W KNaauTe Ha HEE HYXHYIO CYMMY Nepes onnaToi

Bcerpa npoeepsiite agpeca 3MEeKTPOHHOW NOYTbl U CATOB —
OHWU MOrYT OTIMYATECSH OT OhUUMaNBHbIX NWWb Napoi CUMBOIOB

W

He nepexogute No CCbl/IKaM OT HE3HAKOMLUEB —
cpasy yaansante COMHUTEbHbIe coobueHns

o b

Hukomy He coobllaiTe CBOW NepcoHanbHble AaHHble
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Moppo6Hee o npasunax
KU6eprurueHbl 9 ®uHaHcoBas
uuTaiTe Ha fincult.info KyneTypa



KAK SALLUTUTDBCH
OoT PULLUUNHTA

PuUwUHr — B4 MOoWeHHUYeCTBa, Korga Yy HenopekKa KpagaytT
nepcoHa/ibHbie gaHHbI€ U/ AeHbrn € NOoMoLlUblo canToB-noaaenok.
YacTo MOWEeHHUKN genatrT CanTbl, KOTOpble KaK ABe KalnJ/ii BoAbl
MOXOXXU Ha CanTbl peanbHbIX opraHuaaum‘-'l

KAK MOXXHO OKA3ATbCH
HA ®ULUMHIOBOM CAUTE?

Mo ccbinkaM U3 MHTEpPHETa UK 3NEeKTPOHHOM NoYThl, CMC,
COOBLEHU B COLICETAX UM MEeCCeHOpKepax, peKknamsl,
06bABNEHUI O NoTepesX, pacnpoaakax, KOMAeHcaUunsax

OT rocygapcTrsa

Xakepbl HacTO B3/1aMbIBaOT Yy)KUE aKKayHThbl,
“ GUUIMHIroBas CCbIZIKa MOXKET NPUMATU AaXKe OT 3HAKOMBbIX

KAK PACINMO3HATb
SOULLUHIOBbIN CAUT?

Appec oTiMYaeTcsa OT HacTosIWero N1Wb Napov CUMBOSIOB
B appecHom cTpoke HeT https 1 3Ha4ka 3akpbITOro 3amMka
AnsanH ckonrMpoBaH HEKa4YeCTBEeHHO, B TEKCTax €CTb OWNOKM

Y caiTa Mano CTpaHuL UNu gaxke ogHa — ANs BBoAa OaHHbIX
KapTbl

KAK YBEPE4YbBCH OT ®PULLINHTA?

YcTaHOBUTE aHTUBUPYC U perynsapHo obHoBnsnTe ero
CoxpaHaitTe B 3aKfakax agpeca Hy>KHbIX CaiToB
He nepexoguTe No Nogo3puUTesIbHbIM CCbIfIKaM

Ucnonb3yitTe oTAeNbHYIO KapTy A5 MNOKYMNoK B UHTEpHeTe,
KNaguTe Ha Hee HYXXHYIO CYyMMY MpsiMO Nepep onaTown
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npencTaBUTbCA CNYXX60M

OCTOPOXXHO:
TEJIE®PPOHHbIE MOLLEHHUKMUA!

S NPUSHAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

AdepucTtbl MOryT

6e3onacHocTH 6aHKa,
Hanorosom,

rnpoKypaTypowu

Moboin HeoXuaaHHbIA

e HA BAC OABAT

AdepucTbl BCcerga
TOPOMSAT, YTO6bI

y Bac He 6bino
BpeMeHu Bce obayMaTb

@ TOBOPST O IEHBIAX
MpepnaratoT cnacTu

3BOHOK, CMC unu nucbMo —
NoBOA HACTOPOXUTLCH

PALVIOT BHE3AMHOM
BbiroOAoU UJTU NYTAIOT

™

3BOHAT

13 BaHka, nonuumum
UNU ApYyroi oprasnusagmm?

YBEAUTECD,

YTO 3TO HE MOLUEHHWKK!

cbepexeHus, Nnony4vynTb
KOMMeHcauuto Ui BNOXUTbCH
B MHBECTULIMOHHDIM MPOEKT

MPOCAT COOBLUANTD
OAHHbIE

CurbHble 3MouMU
NPUTYNNSIOT
60UTenbHOCTb

Q BAXKHO!

CoTpyAHWKM 6aHKOB M1 MoK
HUKOIOA He cnpawwuBsatoT
PEKBU3UTbI KapTbl, Napornu

n3 CMC, nepcoHarnbeHble gaHHble
W He NpOCHAT coBepLiaTh
nepeeoapl C Ballen KapThbl

2 3 Kak 3almMTiUTh CBOM GUHAHCHI,
[=] 1 yuTaiTe Ha fincult.info

3110yMBIWNEeHHUKOB
MHTEpecyIoT peKBU3UTbI
KapTbl, MApOJSI1 U KOAbl

13 6aHKOBCKUX YBeOOM/IeHUA

HUKOrAA HUKOMY
HE COOBILANTE:

Koabl 3 CMC

Tpex3HauHbIX Kog, Ha 060pPOTHOM
cTopoHe kapTbl (CVV/CVC)

PIN-kon
rMaponn/nornHbl K 6aHKOBCKOMY
MPUNOXEHUIO M OHNaKH-6aHKY

KogoBoe CnoBeo
rnepcoHasibHble gaHHble

duHaHcoBan
KynbTypa



